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e CISCO . Event Manager

event manager applet interface_Shutdown
event syslog pattern "Interface FastEthernetl/0, changed
state to administratively down"

action 1.0 cli command "enable"

action 1.5 cli command "config t"

action 2.0 cli command "interface fal/0"
action 2.5 cli command "no shutdown"
action 3.0 cli command "end"

action 3.5 cli command "who"

action 4 0O mail server "192.168.1.1" to

'.engineer@cisco.com.”" from ".EEM@cisco.com."
subject ".ISP1_Interface_fal/0_SHUT." body "Current
users $_cli_result"”
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event manager den@ggfdce,shutdown
event syslog pattern "Interface FastEthernetl/0,

changed state to administratively
down"

,
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SOFT

Systems
o S® Monitoring
System

action 1.0 cli command "enable"

action 1.5 cli command "config t"

action 2.0 c1i command "interface fal/0" _

action 2.5 cli command "no shutdown"

action 3.0 c1i command "end" g

actioiiER-Re LR conm At nhor N H = Current Network Status Host Status Totals Service Status Totals

action 4.0 mail server "192.168.1.1" to LA 39|°5 for Dpdeted Lo O 1 101B Lo 2084 Up Down Unreachable Pending Warming Unknown Critical Pending
".engineer@cisco.com." from Nagiose C:‘fe"‘" . [11-‘ 0 | 0 l 0 | jL_1 1 | ]\ 0

.EEM@cisco.com." subject General Logged in as nag All Problems Al Types All Problems All Types
".ISP1_Interface_fal/0_SHUT." body o 7 s ™39
"current users $_cli_result" Home 1 1 AL |

Documentation

C s .
HETRIG IO Service Status Details For All Hosts

Tactical Overview

Map
Hosts Lim# Results:| 100 ¥
59”"5‘95 Host % Service *# Status #% LastCheck #%  Duration *% Attempt ## Status Information
Host Groups = S = = e Eoe moe
ar x \ OK 10-17-2014 18:51:09 S35d 4h 28m 6s 173 Aurora OK: Activity levelis 2
WARNING | 10-17-2014 18:43:15 0d Ch 46m 575 K< Weather Warning: Beach Hazards

Service Groups

Weather OK: No watches or warniy
area

10-17-2014 18:45:25 737d 1h 52m 46s 173

Weather OK: No watches or warnig
area

10-17-2014 18:46:45 550 20h 47m 125 1173

Quick Search Weather OK: No watches or warnig

10-17-2014 18:41:45 0d Oh 48m 40s 73
area
Reports
- e Weather OK: No watches or warnig
Availability 10-17-2014 13:43:45 0d Oh 46m S1s 13 S
Trends

Alerts
H Weather OK: No watches or warniy

7373 1h S3m S1s 13

area
Histoaran
0-17-2014 18: 0d Ch 45 K - v 29, 0.49, 0.54
Notifications | 10-17-2014 18:49:08 0d Oh 46m Ss 174 OK - load average: 0.29, 0.49, 0.54
Event Log 0-17-2014 18:51:02 17100 15h 36m 245 174 USERS OK - 0 users currently logd
HTTP OK: HTTP/1.1 200 OK - 21§
System 10-17-201418:48:25 101992h7TmS8s 114 i
Comments reapones tme
C t
0-17-2014 18:50:20 17100 15h 35m9s 1/ NG OK - TA
Downtime | 10-17-2014 18:50:20 1710d 15h 35m%s 174 PING OK - Packet loss RT,
Process Info 10-17-2014 18:48:32 838d 2h 32m 35s 174 DISK OK - free space: / 20300 MB|
Performance Info 10-17-2014 18:46:38 174 SSH OK - OpenSSH_4.3 (protocoll
Scheduling Queue 10-17-2014 18:48:54 1710d 15h 33m 17s 174 SWAP OK - 100% free (255 M8 ot
Configuration 1 014 18:50°49 3h 29m e 14 PROCS OK: 147 nenrassss wih S
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— body

B Raise alarms based on unexpected changes in:
— performance levels (bandwidth)
— health flags (interface status)

— configurations
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Sn0nnnnn
HE = 3 T

®m Raise alarms based on unexpected changes in:
— performance levels (bandwidth)
— health flags (interface status)
— configurations

m Require polling and/or agents

B Must support many technologies
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B J. Wuy, Z. M. Mao, J. Rexford, and J. Wang, “Finding a Needle in a Haystack:
Pinpointing Significant BGP Routing Changes in an IP Network”. Proc. NSDI, 2005

® Online BGP route analysis to find and correlate events

B G. Comarela, G. Glrsun, and M. Crovella, “Studying Interdomain Routing over Long
Timescales”. Proc. IMC, 2013

e Evolution of the Routing State Distance

B G. Comarela and M. Crovella, “Identifying and Analyzing High Impact Routing
Events with PathMiner”. Proc. IMC, 2014

e Next-hop tensor factorization
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B J. Wuy, Z. M. Mao, J. Rexford, and J. Wang, “Finding a Needle in a Haystack:
Pinpointing Significant BGP Routing Changes in an IP Network”. Proc. NSDI, 2005

® Online BGP route analysis to find and correlate events

B G. Comarela, G. Glrsun, and M. Crovella, “Studying Interdomain Routing over Long
Timescales”. Proc. IMC, 2013

e Evolution of the Routing State Distance

B G. Comarela and M. Crovella, “Identifying and Analyzing High Impact Routing
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e Next-hop tensor factorization

® Focus on BGP B Limited information about each
B Long-term Internet evolution event (typically, cause AS)
studies
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B J.Wu, Z. M. Mao, J. Rexford, and J. Wang, “Finding a Needle in a Haystack: Pinpointing
Significant BGP Routing Changes in an IP Network”. Proc. NSDI, 2005

e Online BGP route analysis to find and correlate events

B G. Comarela, G. Gursun, and M. Crovella, “Studying Interdomain Routing over Long
Timescales”. Proc. IMC, 2013

e Evolution of the Routing State Distance
e Future work envisions combined investigation of space and time, assessment of the type of routing
change, event inference

® G. Comarela and M. Crovella, “Identifying and Analyzing High Impact Routing Events with
PathMiner”. Proc. IMC, 2014

e Next-hop tensor factorization

® Focus on BGP B Limited information about each
B Long-term Internet evolution event (typically, cause AS)
studies
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® M. Di Bartolomeo, V. Di Donato, M. Pizzonia, C. Squarcella, and M.
Rimondini, “Discovering High-impact Routing Events using Traceroutes”.
Proc. ISCC, 2015

® M. Di Bartolomeo, V. Di Donato, M. Pizzonia, C. Squarcella, and M.
Rimondini, “Mining Network Events using Traceroute Empathy”. Tech. Rep.,
2015 http://arxiv.org/abs/1412.4074v2.pdf

® Eventinference



ROMA

State of the Art
Management & Inference Visualization
Monitoring Tools Algorithms Systems

® M. Di Bartolomeo, V. Di Donato, M. Pizzonia, C. Squarcella, and M.
Rimondini, “Discovering High-impact Routing Events using Traceroutes”.
Proc. ISCC, 2015

® M. Di Bartolomeo, V. Di Donato, M. Pizzonia, C. Squarcella, and M.
Rimondini, “Mining Network Events using Traceroute Empathy”. Tech. Rep.,
2015 http://arxiv.org/abs/1412.4074v2.pdf

® Eventinference

m Lots of inferred events



ROMA
A:LRE

UNIVERSITA

State of the Art

Management & Inference Visualization
Monitoring Tools Algorithms Systems

Rimondini, “Discovering High-impact Routing Events using Traceroutes”.

® M. Di Bartolomeo, V. Di Donato, M. Pizzonia, C. Squarcella, and M. [O]
Proc. ISCC, 2015

® M. Di Bartolomeo, V. Di Donato, M. Pizzonia, C. Squarcella, and M.
Rimondini, “Mining Network Events using Traceroute Empathy”. Tech. Rep.,
2015 http://arxiv.org/abs/1412.4074v2.pdf

® Eventinference

m Lots of inferred events
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of routing events

m Target users: high-level administrators in a
NOC, interested in highly informative
aggregate reports
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$ traceroute 193.0.14.129
traceroute to
193.0.14.129, 30 hops max,
60 byte packets
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traceroute to
193.0.14.129, 30 hops max,
60 byte packets

1 193.204.161.1
(193.204.161.1) 3.277 ms
3.282 ms 3.397 ms
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traceroute to
193.0.14.129, 30 hops max,

60 byte packets

1 193.204.161.1
(193.204.161.1) 3.277 ms
3.282 ms 3.397 ms
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traceroute to
193.0.14.129, 30 hops max,
60 byte packets

1 193.204.161.1
(193.204.161.1) 3.277 ms ,
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filtering panel




User interface +

. similarity view
o

space tlme V|ew /) \
W ly, W

Mar del Nord ° ®
Edlmburgo b . ® [ ] .
L]
Glasgow ° [ ] [ ] L] o °
hd *
Regno Unito /// . y o 0, o ° ° .,
Isola di Man / ° [ = g ® o P [ ] . L ]
) . oo o ) °
O ° .
. )

Dublmo MGNChESler
[ ]
* [ ]
‘ Amstgrdam S/ . . . . .
¢ @ Paesi Bassi ° ° .
g w’ . . L] ° L4 ®
Bra
®
\'\uﬁ.o

Lussembu,
[ ]

Display events that satisfy the following conditions:

= IIII||||

all probes are shown

Min impact Impacted AS is: <None>
5 10 15 20 AND Target is: <None>

Cause AS is: <None>

filtering panel




UNIVERSIT

IRE 5 ;
: User interface +

- -,

N
]

space-time view | oo e« « * . Similarity view
- s o

Loy, W

Mar del Nord ® [ ]
g Edimgurgo ¢ ° ¢ ¢ ]
o L]
Glasgow ° ® ° [ ] o .
. L] °
Regno Unito /// — . . *
i / ® ¢ : ® ] ° . . ° ¢
Isola di Man ° T ° [ ] Py
) o @
Manc(l;ester O/ L] iy . ® L L]
° [}

Dublino
®
nda *
‘ Amsterdam i ) ® * ®
o : = .
Paesi Bassi [ ] [ ]
1 [ ] [ ] ° ® ® °
()

\

== . < <

Bruxelles
e ™ ® L ]
Belgio - ON ®
7 ORS - ®
z'{(ussembu o * * TUOAEST 02 e Y L]
Paéigi ¢ | @ : 2 L4 .
[ ] b o [ ]
b ]

(]

L ]
\ ° °
mann~ L b ° o [
L ]
® e o d e o
. g e ®
& e °
all probes are shown Y [
[
L ] ® LJ
Display events that satisfy the following conditions: Edge count cap (max:35532)
Min impact Impacted AS is: <None> v 0 2000 4000
Compute similarity between events considering:
5 10 15 20 ARD Target 1s: <None> M Sets of probes Time: Recurrence:
- . None v
Cause AS is: <None> v ) 50 100 0 50 100 |

filtering panel — similarity panel




|

:

=ROMA
A:TRE

‘A DEGLI STUDI

User interface E‘L )3




ROMA
A:TRE

NIVERSITA DEGLI STUDI

[

all probes are showl

|
Display events tha

Min impact

5 10

filtering |

all probes

Wed Apr 09 2014 16:31:18

!

Sat Apr 05 2014 05:35:57

by

Mar del Norc

/

/
.

¥

Irity view

* Edimburgo *
(o) © » )
Glasgow .
- b .
Regno Unito /// -
et \ ]
Isola di Man / | o * T
Dutc)glino Mancgester O/ . ]
nda 8::' s ° o «
®
3 .. : Amstgrdfam SR . ° .
g w, Paesi Bassi b ; . . .
® Braxelles ® . °
®
\’KBelgio ’ . °
L{Zussembu ; ¢ *
s L]
P [
7 " i
e o
\ *
/ mann= \ E
are shown S o
T H 0 50 100 Y Ity p a n e I
. A




ROMA
TRE

A DEGLI STUDI
Sat Apr 05 2014 05:35:57

Wed Apr 09 2014 16:31:18

W g,

; Edumgurgo

Glasgow
S

Regno Unito =

Isola di Man

A

NIVERSI

=
=

R

; Manchester
Du%lmo S
nda

Amsterdam

o o

g ) Paesi Bassi E
@

S oS
Parigi e

2 "
| \

all probes are shown J Spa Ce-time VieW




space-time view]




space-time view]




==ROMA

IVERS]

' space-time view



Sat Apr 05 2014 05:35:57

2014 16:25: 5_1_ GMT+O 00 (CEST)

\\&

all probes are shown

M%/ I

=

-
 —
S

' space-time view



=
()
=
=

=
S
5
E"'
@
=1L
5
&= ﬂ
(=)
=
=

Wed Apr 09 2014 16:31:18 Sat Apr 05 2014 05:35:57

|Wed Apr 0% 2014 1le:25:51 GMT+0200 (CEST)

\\&!; QZZ . i

' Space-time view



ROMA

NIVERSIT.

ed Apr 09 2014 16:31:18 Sat Apr 05 2014 05:35:57

pace-time view




ROMA

NIVERSIT.

pace-time view



J space-time view



==ROMA

NIVERS]

Tue Apr 08 2014 15:23:00 57/t Apr 05 2014 18:17:15







NIVERSITA DEGLI STUDI

[

Tue Apr 08 2014 15:23:00 87/t Apr 05 2014 18:17:15

@) / /
Mar del No //
i Edimburgo
%} Glasogow %.//
% Regno Unito o/
Isola di Man
Dublino Mancgester
nda © . ®
Amstgrdam sH

—8 o %0 & AL
[‘gjﬂ Paesi Bassi
()

e Liugell?s
e
D i
Za R

P — \




NIVERSITA DEGLI STUDI

[

Tue Apr 08 2014 15:23:00 87/t Apr 05 2014 18:17:15

@) / /
Mar del No //
i Edimburgo
%} Glasogow %.//
% Regno Unito o/
Isola di Man
Dublino Mancgester
nda © . ®
Amstgrdam sH

—8 o %0 & AL
[‘gjﬂ Paesi Bassi
()

e Liugell?s
e
D i
Za R

P — \




[

ROMA
A:TRE

NIVERSITA DEGLI STUDI
Tue Apr 08 2014 15:23:00 874 Apr 05 2014 18:17:15

Amsterdam
®

Paesi Bassi

all probes are shown



NIVERSITA DEGLI STUDI

[

Tue Apr 08 2014 15:23:00 87/t Apr 05 2014 18:17:15

@) / /
Mar del No //
i Edimburgo
%} Glasogow %.//
% Regno Unito o/
Isola di Man
Dublino Mancgester
nda © . ®
Amstgrdam sH

—8 o %0 & AL
[‘gjﬂ Paesi Bassi
()

e Liugell?s
e
D i
Za R

P — \




==ROMA
=A:TRE

ERSITA DEGLI STUDI

o
2|

Tue Apr 08 Z014 15:23:00 Apr 05 2014 18:17:15
k l //
v
Mar del No¥®
Edlmburgo
® o~
Glasgow /
A Regno Unito O/
C) Isola di Man
oublio Marchesy =
®
nda ; /
0 Amsterdam
W/ — .. ‘ ® )
\‘! d" Paesi Bassi -t

o Bruxelles

/ 7 ® 5
Belgio L)

R )

/ Lussémb .~“

Parigi
% £
ati IK )
all probes are shown \



A
| \ \
all probes are shown

Display ewvents that satisfy the following conditions:

Min impact Impacted AS is: <None>

|
ZID AND Target is: <None>

Cause AS is: <None>

[filtering panel]
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